
International Journal of Scientific & Engineering Research, Volume 7, Issue 3, March-2016                                                                                                     59 
ISSN 2229-5518  

IJSER © 2016 
http://www.ijser.org 

Design and Implementation of Context Aware 
Security by Hierarchical Multilevel Architectures 

using Secure Internet Services 
M.Ramadevi, Mr.A.Karthikeyan  

 
Abstract — Data gathering management in distributed Internet services is usually in light of username and password, explicit logouts and 
components of user session termination utilizing incredible timeouts. This paper gives a framework for how to leverage Lightweight 
Directory Access Protocol (LDAP) to implement Role-based Access Control (RBAC) on the Web in the server-pull architecture. LDAP-
based directory services have recently received much attention because they can support object-oriented hierarchies of entries in which 
we can easily search and modify attributes over TCP/IP. To implement RBAC on the Web, we use an LDAP directory server as a role 
server that contains users' role information. The role information in the role server is referred to by Web servers for access control 
purposes through LDAP in a secure manner (over SSL). We provide a comparison of this work to our previous work, RBAC on the Web in 
the user-pull architecture. 

 Index Terms — Security, Web Servers, Authentication, Mobile Environments, Role-based access 

——————————      —————————— 
 

1    INTRODUCTION 
 

Protected user verification is crucial in a large portion of 
modern ICT frameworks. User authentication frameworks 
are customarily taking into account sets of username and 
secret key and confirm the character of the user just at login 
stage. No checks are performed amid working sessions, 
which are ended by an explicit logout or expire after an idle 
activity time of the user. Security of electronic applications 
is a genuine concern, because of the late increase in the 
complexity and frequency nature of Cyber attacks; 
biometric systems offer developing solution for secure and 
trusted authentication, where Username and password are 
supplanted by biometric information. Then again, parallel 
to the spreading use of biometric frameworks, the 
motivator in their abuse is likewise developing, particularly 
considering their conceivable application in the banking 
and financial sectors. Such perceptions lead to arguing that 
a single authentication point and single biometric 
information cannot promise a sufficient level of security. 
Actually, comparably to user authentication forms which 
depend on username and password, biometric client  
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authentication is commonly defined as a "single shot", 
giving user verification just amid login stage when one or 
more biometric characteristics may be needed. When the 
user's identity has been confirmed, the framework 
resources are accessible for until explicit logout from the 
user or a fixed period of time. These methodologies expect 
that a single verification is sufficient, and that the identity  
of the user is consistent amid the entire session. For 
example, this system considers this simple situation: a user 
has already logged into a security critical service, and 
afterward the user leaves the computer resources 
unattended in the work range for some time. This issue is 
significantly trickier in the connection of cell phones, 
permitting impostors to imitate the user and get to entirely 
personal information. In these situations, the services where 
users are validated can be abused easily. To convenient 
detect abuses of computer resources and keep that an 
unauthorized user malevolently replaces an authorized 
one, solutions in view of multi-modal biometric continuous 
authentication are proposed, transforming user verification 
into a constant process as opposed to onetime event. To 
keep away from that a single biometric quality is 
manufactured, biometrics authentication can depend on 
numerous biometrics qualities. At last, the utilization of 
biometric authentication permits credentials to be procured 
straightforwardly, i.e. without explicitly advising the user 
or obliging his/her interaction, which is essential to ensure  
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Better service usability. In this system introduce a few cases 
of transparent acquisition of biometric information.  

 
2 CONTINUOUS AUTHENTICATION 

 
A critical issue that persistent verification plans to handle is 
the likelihood that the user device is utilized, forcibly or 
stolen taken after the user has effectively logged into a 
security discriminating service, or that the biometric 
sensors or the communication channels are hacked.  

A multi-modal biometric verification framework is 
planned and created to catch the physical vicinity of the 
user logged in a PC. The proposed methodology expect that 
first the user logs in utilizing a solid verification method, 
then a continuous procedure is begun taking into account 
multi-modal biometric. Context Aware Security by 
Hierarchical Multilevel Architectures (CASHMA) The 
general framework is made out of the CASHMA 
authentication service, the web services and the clients 
associated through communication channels. Every 
communication channel in Fig. 1 actualizes particular 
efforts to establish safety which are not talked about here 
for brevity. The CASHMA authentication service 
incorporates: 

i. an authentication server, which associates 
with the customers,  

ii. a set of high-performing computational 
servers that perform examinations of 
biometric information for check of the 
enrolled users, and  

iii. Databases of formats that contain the 
biometric layouts of the enlisted users  

The web servers are the different administrations that 
utilization the CASHMA verification service and interest 
the confirmation of enrolled users to the CASHMA 
validation server. These services are conceivably any sort 
of Internet service or application with necessities on user 
credibility. They must be enrolled to the CASHMA 
authentication service, communicating additionally their 
trust (threshold) limit. 
The continuous authentication protocol investigated in this 
proposed methodology is free from the chose architectural 
decisions and can work with no distinctions if formats and 
capabilities are utilized as opposed to transmitting raw 
data, or freely from the set of embraced countermeasures. 
In the following method present the information 
controlled in the form of the CASHMA certificate 
transmitted to the user by the CASHMA authentication 
server, essential to understand particulars of the protocol. 
Sequence number and Timestamp univocally identify each 
and every certificate, and save from replay attacks. 
Example scenario of using CASHMA system 
 
 

 
 
2.1 CONCEPTS 

 
Biometrics is generally taken to mean the measurement of 
some physical characteristic of the human body for the 
purpose of identifying the person. Common types of 
biometrics include fingerprint, face image, and iris/retina  
pattern. A more inclusive notion of biometrics also includes  
The behavioral characteristics, such as gait, speech pattern,  
and keyboard typing dynamics. When a biometric is used 
to verify a person, the typical process is as shown in Figure   
The user first presents her biometric (e.g. the thumb) to the 
sensor device, which captures it as raw biometric data (for 
example a fingerprint image). This data is then 
preprocessed to reduce noise, enhance image contrast, etc.  
 
 

 

Fig.1. CASHMA system 

Features are then extracted from the raw data. In the case of 
fingerprints, these would typically be minutiae and 
bifurcations in the ridge patterns. These features are then 
used to match against the corresponding user’s features 
taken from the database (retrieved based on the claimed 
identity of the user). The result of the match is called a 
Score, S, typically a real number between 0 and 1, where 0 
means “most dissimilar” and 1 means “most similar”. The 
final step is to compare S to a predefined threshold, and 
output:  a decision of “Accept” (when S ≥ T), meaning the 
Verifier considers the user as legitimate, or “Reject” (when 
S < T), meaning the Verifier thinks that the user is an 
imposter. Some verification systems also output “Unsure”, 
to indicate that the sample cannot be reliably classified one 
way or the other. In this case, the user may be asked to re-
present her biometric 
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3   PROPOSED SYSTEM 
 
The main objective of the proposed system is to access the  
Secure bank web service based on user roles and prevent  
the web service from anonymous access and also the secure 
web service is used for various applications. For example: 
Online Banking Application. The proposed approach 
assumes that first the user logs in using a strong 
authentication procedure, and then a continuous 
verification process is started based on multi-modal 
biometric. If the verification fails, the system reacts by 
locking the computer and by delaying or freezing the user’s 
processes.  

The work proposes a multi-modal biometric continuous 
authentication solution for local access to high security 
systems as ATMs, where the raw data acquired are 
weighted in the user verification process, based on the 
following criteria’s 
 
 Type of the biometric traits and  
 Time, since different sensors are able to provide raw 

data with different timings. Point  
 Introduces the need of a temporal integration method 

which depends on the availability of past observations: 
based on the assumption that as time passes, the 
confidence in the acquired (aging) values decreases.  

 

3.1 Role-based Access Control (RBAC) 
 

 Role-based Access Control (RBAC [SCFY96]) has rapidly 
emerged in the 1990s as a technology for managing and 
enforcing security in large-scale enterprise-wide systems. 
The basic notion of RBAC is that permissions are associated 
with roles, and users are assigned to appropriate roles. 
RBAC ensures that only authorized users are given access 
to certain data or resources. This simplifies security 
management. Intuitively, a user is a human being or an 
autonomous agent, a role is a job function or job title within 
the organization with some associated semantics regarding 
the authority and responsibility conferred on a member of 
the role. Permissions are simply treated as abstract token. A 
user can be a member of many roles and a role can have 
many users similarly, a role can have much permission and 
the same permissions can be assigned to many roles. 
System administrators can create roles, grant permissions 
to those roles, and then assign users to the roles on the basis 
of their specific job responsibilities and policy. Therefore, 
role based Permission relationships can be predefined, 
making it simple to assign users to the corresponding 
permissions through the roles. Without RBAC, it is difficult 
(especially, in a large enterprise system) to determine and 
change what permissions have been authorized for what 
users. 

 
 
 
3.2     SYSTEM ARCHITECTURE 

 
 

 
      

Fig.2. System Architecture of CASHMA System 
 

 

3.2.1  Client Services 
 
In the client module, the Client first registers all the 
information (like name, address, username, and password) 
to the web server. And also register all the bio-metrics (like 
fingerprint, face etc,) authentication to the server. After the 
completion of the registration process the Client can able to 
login to the system with the correct authentication. Client 
means the users devices that acquire the biometric data 
corresponding to the various biometric traits from the users 
and transmit those data to the CASHMA authentication 
server as part of the authentication procedure towards the 
target web service 

 3.2.2  Web services 
In the web server module, it stores all the information 
about all the clients, and it verifies all the clients login. 
When the client login to the system, it verify the username, 
password, and all bio-metric verification within the correct 
session time .Then only it allows the client to access the 
system. If the client did not login within the correct time, 
web server does not allow accessing the system. The web 
services are the various services that use the CASHMA 
authentication server and demand the authentication of 
enrolled user to the system. These services are potentially  
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Any kind of internet services or application with 
requirement based on user authenticity. They have to be 
registered to the CASHMA authentication server, 
expressing also their trust threshold. 

3.2.3  CASHMA Certification module 
 
In CASHMA (Context Aware Security by Hierarchical 
Multilevel Architectures) certificate module, the CASHMA 
certificate transmitted to the client by the CASHMA 
authentication server, necessary to understand details of 
the protocol. Timestamp and sequence number univocally 
identify each certificate, and protect from replay attacks. 
Decision represents the outcome of the verification 
procedure carried out on the server side. It includes the 
expiration time of the session, dynamically assigned by the 
CASHMA authentication server. In fact, the global trust 
level and the session timeout are always computed 
considering the time instant in which the CASHMA 
application acquires the biometric data, to avoid potential 
problems related to unknown delays in communication and 
computation. Since such delays are not predicable, simply 
delivering a relative timeout value to the client is not 
feasible: the CASHMA server therefore provides the 
absolute instant of time at which the session should expire.  

3.2.4  Role-based Access (RBAC) 
 
In the RBAC design, every internet server pulls the user's 
roles from the role server uses them for RBAC as 
represented in a collaboration diagram. This have a 
tendency to make decision about this server pull 
architecture, since the server pulls the user's roles from the 
role server. Hypertext transfer protocol is employed for the 
user-server interactions with normal Web browsers and 
internet servers. If the role server provides users' roles 
securely, the net server will trust those roles and uses them 
for RBAC. In this design, the user doesn't want access to 
roles. Within the server-pull host-based mode, user 
presents their host based authentication information (e.g., 
information processing numbers) to the net server. Role 
getting mechanism is clear to the user, whereas limiting the 
immovability. However, in the server-pull-user-based 
mode, Alice presents her user-based authentication 
information (e.g., passwords) to the net server. This 
supports high immovability, whereas it needs the user's 
cooperation (e.g., typing in passwords). Once user 
authentication, the net server downloads the user's roles 
from the role server and uses them for RBAC. 

 

Fig.3. Collaboration Diagram for the User Pull 
Architecture 

Architectures mistreatment different technologies for RBAC 
on the Web. Within the user-pull design, the user pulls 
their roles from the role server, and so presents the role 
information to the net servers Within the server-pull 
design, the user presents their authentication information 
to the net servers, which pulls the user's role information 
from the role server for RBAC once a successful 
authentication. Once the user obtains their roles, they will 
use in several different sessions even in different Web 
servers till the roles expire. This will increase the 
reusability. However, the longevity of the roles decreases 
the freshness of the roles. For instance, if the user already 
force their roles, the updated version in the role server 
wouldn't become effective instantly. Namely, a further 
synchronization method is needed. Thus, once the dynamic 
role update is important, the role server ought to push the 
standing modification of users' roles, like role revocation, to 
the net servers for updated information  

3.2.4.1 Administrative Function 

Administrative operations define requirements in terms of 
an administrative interfaces and an associated set of 
semantics that provide the capability to create, delete and 
maintain RBAC elements and relations. 

3.2.4.2 Supporting System Functions 
 
The System level functionality defines features for the 
creations of user sessions to include role 
activation/deactivation, the enforcement of constraints on 
role activation, and for calculation of an access decision. 
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4    RESULTS AND DISCUSSIONS 

 
TABLE 1: Security Comparison 

 

 

 

 

 

 

 

 

 

In the above experimental results, the security measure of 
each system was compared. While comparing all the types 
of security systems, RBAC showing greater security .This 
ensures that Role Based access control provides high 
security  

5    CONCLUSION 
 
The novel possibility introduced by biometrics with 
characterizes a protocol for persistent authentication that 
enhances security and ease of use of client session. The 
protocol registers versatile timeouts on the premise of the 
trust postured in the client movement and in the quality 
and sort of biometric information obtained 
straightforwardly through monitoring in foundation the 
client's activities. While performing a customer side quality 
investigation of the information obtained would be a 
sensible methodology to decrease computational trouble on 
the server, and it is perfect with our target of planning a 
protocol free from quality evaluations of pictures this goes 
against the CASHMA necessity of having a light user. 

 

 

 
6     FUTURE ENHANCEMENT 
 
In future, the family of RBAC security analysis defined in 
this paper can be parameterized with more sophisticated 
administrative models, e.g., those that allow negative 
preconditions, those that allow changes to the role 
hierarchy or role permission assignments, and those that 
allow the specification of constraints, such as mutually 
exclusive roles. Commercial products, such as database 
management systems, include support for RBAC and for 
decentralized administration. Believe that security analysis 
will be effective in such contexts; a detailed discussion 
those RBAC schemes and security analysis in their context 
is part of future work. Security analysis is also applicable in 
several other access-control schemes, including UCON, 
which extends RBAC. The use of security analysis in such 
schemes is also part of future work. 
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